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5.3 FAST TECHNOLOGICAL CATCH-UP

Government support through Made in China 2025 and previous policy initiatives has delivered 
the first visible results. Patenting activity (including patents, industrial designs and utility mod-
els) shows that China will contribute important innovations in the most advanced technologies 
for smart manufacturing in the coming years. The number of Chinese patents for Industry 4.0 
related technologies has grown very rapidly since 2006 (Figure 12). Patent applications in China 
surpassed those in the U.S. in 2011.

Chinese innovation activities are particularly strong in technology fields with high political 
support: traditional industrial robots, wireless sensor networks and smart sensors. In contrast, 
Chinese innovation activities are weaker in cloud computing and big data, advanced robots and 
information security (Figure 13).
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Increasing innovation in Industry 4.0 in China
Patent families (priority applications) for Industry 4.0 technologies at national patent offices (2006-2016)

Source: Fraunhofer IAO35
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China’s innovation in Industry 4.0 focuses on robots, industrial communication and sensors
National patent families (priority applications) by technology (process and use patents not included)

Source: Fraunhofer IAO
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The area in which China has the largest innovation potential is the development of use cases for 
smart manufacturing. Chinese enterprises are very creative about identifying business cases and 
deploying new technological innovations. The patent data clearly reflects this ability: patent ap-
plications for use cases account for nearly half of Chinese patent applications, compared to only 
roughly 20 per cent in the United States and Germany.

Chinese patent data for Industry 4.0 seems impressive. However, the number of applications 
allows only limited conclusions about the innovativeness. In general there is a huge number of 
low-quality patent publications in China, partly due to a dysfunctional government policy that re-
wards the registration of patents regardless of their quality. In addition, many patent applications 
for Industry 4.0 components in China seem to be lower quality than those in the United States or 
Germany, and their acceptance rate is also significantly lower.

5.4  STRONG INCREASE IN INTERNATIONAL TECHNOLOGY ACQUISITION NECESSARY

The innovation capacities of Chinese tech suppliers will increase in the coming years. However, 
Chinese enterprises and the government see the technology transfer from abroad as an impor-
tant way to accelerate technological progress and to achieve the ambitious political goals. The 
need for the acquisition of foreign knowledge will presumably be most apparent where the gap 
between political ambition and domestic technological ability is the widest. In these areas en-
terprises will receive political support for acquisitions overseas. Robots, robot core components, 
semiconductors and high-end machine tools will be the foci of international know-how accumula-
tion by Chinese companies until 2025.

There are many mechanisms and processes facilitating technology transfer. These include, 
for instance, technology spill-overs from inward-directed investments into China by foreign com-
panies, cooperation with foreign companies and recruitment of foreign R&D personnel. A trend 
that is increasingly emerging is technology-seeking outbound investment into industrial countries 
by Chinese investors. The construction of R&D centres in industrial countries and the acquisition 
of foreign technology leaders can lead to absorption of essential knowledge and technology from 
abroad. Chinese investments in Europe’s high-tech industries and the smart manufacturing indus-
try have grown rapidly in recent years (see chapter 6).36

5.5 CONCLUSION

The case studies of China’s smart manufacturing industry (see below) illustrate that Chinese sup-
pliers are still significantly less advanced (Table 6). However, a number of Chinese enterprises will 
become serious competitors in technologies such as industrial software, robotics and 3D printing. 
The formidable market position of foreign enterprises in China will gradually diminish in the next 
ten years. Chinese production technology will eventually replace foreign technology.

The pace and extent of change will be decided by the effectiveness of policy measures, but 
also by the specific characteristics of the various technologies. The case studies below show, 
for example, that Chinese enterprises in 3D printing will catch up much faster than in robotics. In 
spite of the technology gap, however, Chinese robotics firms will become competitive faster than 
Chinese industrial software developers. This is due to the high cost of switching from existing 
foreign software systems, which are deeply integrated with the enterprises’ processes, to new 
Chinese software.

China sees  
the technology 
transfer from 
abroad as an 
important way 
to accelerate 
technological 
progress.
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Technology catch-up varies between technologies
Characteristics of technology gap and development for industrial robotics, industrial software and 3D printing

Table 6

Industrial robots Industrial software 3D printing

Technological maturity High High Low

Technology gap High High Medium

Foreign market dominance High High Medium

Policy support Very High High Medium

Prospects for catch-up Medium Low High

Scope of international tech-
nology acquisition

High Medium Medium
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CASE STUDY 1: INDUSTRIAL ROBOTS

Political support and public focus on robotics are stronger than for any other manufacturing tech-
nology. The enthusiasm for smart manufacturing is particularly well reflected in the rapid market 
growth for industrial robots: with 66,000 shipped robots in 2015, China is the biggest robot mar-
ket worldwide. Demand could reach 160,000 units by 2019 (Figure 14).

Market shares and technology gap
The technological abilities of Chinese robot makers lag far behind those of leading foreign enter-
prises. Chinese suppliers cannot provide competitive high-performance robots such as six-axis 
and welding robots. To make things worse, the robots that Chinese enterprises can produce great-
ly depend on critical core components from abroad like gear reducers, servo motors and controllers 
(Figure 15). These account for more than 70 per cent of the production price of an industrial robot.  
In the most sophisticated area of robotics, in programming, Chinese enterprises have developed 
only very basic skills. The market structure clearly shows the technology gap: ABB, Fanuc, Kuka 
and Yaskawa visibly control the market, with a market share of roughly 70 per cent. For high-per-
formance robots, the market share of international brands is as high as 90 per cent. 

Chinese strengths
Chinese robotic manufacturers have been able to develop basic technological skills. Among the 
leading enterprises are Siasun, Guangzhou Shukong, Harbin Boshi, Estun and Effort. However, the 
technological catch-up process has so far only focused on the low-end sector, such as loading 
robots and adapting foreign robots to Chinese customers’ needs. Due to the progress in these 
areas, Chinese robot manufacturers raised their market share from less than 5 per cent in 2010 to 
about 30 per cent in 2015.

Political support
The central government shows extraordinarily high ambitions for the development of the Chinese 
robotics industry: Chinese robot makers are supposed to reach a domestic market share of 80 per 
cent by 2025, according to the “Made in China 2025 Key Area Technology Roadmap”. For sophis-
ticated core components, the target is 70 per cent by 2025.

©
 M

ER
IC

S 

China is the largest robot market
Shipments of multipurpose industrial robots in select countries (in units)

Source: IFR, (from 2016 onwards estimates only)
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To realise these ambitions, the government will again intensify its political incentives and fund-
ing mechanisms in the robot industry in the years to come. As chapter 3 has shown, central and 
local governments boosted their financial support to the robotics industry and users of robots. 
Without government support, Estun, for instance, would have incurred losses in 2015.37 Many 
local governments support the purchase of robots with subsidies of between 15 and 30 per cent 
of the sale price.38 In some cases, combined subsidies for producers and users add up to 100 per 
cent of the price.39

The huge political support could also backfire. There is a high danger of subsidy glut and 
overcapacities, especially in robotics. China will have a robotics industry valued at 716 billion 
CNY by 2020 or perhaps even earlier if all local targets for robot manufacturing industries are 
achieved.40 In contrast, the MIIT estimates that the market size may only reach 100 billion CNY for 
industrial robots and 30 billion CNY for service robots by 2020. Other experts predict a market 
size of 200 billion by 2020. By 2025, it may reach 600 billion according to the China Robotic 
Industry Alliance.41

The state’s subsidy glut has led to a tremendous increase in the number of Chinese robot 
companies. More than 800 Chinese robot companies are registered in China, approximately half of 
them in 2015. The majority of these companies have not yet reached the stage of mass produc-
tion. Many of them just serve as rent-seeking vehicles to receive government subsidies and do 
not make any profit.

International cooperation
Even with massive state investment, Chinese robot manufacturers will have difficulty catching 
up in the next decade. To take a shortcut in technological progress, Chinese robot makers acquire 
foreign knowledge and technology. This is more apparent in robotics than in other smart manu-
facturing technologies. Foreign direct investment by Chinese flagship companies is rising fast. 
Midea’s acquisition of the German robot company Kuka is only the most prominent case. In anoth-
er example, the Chinese robot company Wanfeng bought the United States robotics firm Paslin 

Source: MERICS, Gongkong
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Chinese robot manufacturers depend on foreign suppliers for key components
Cost structure and sources for essential parts

Cost structure of a 
typical Chinese robot
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in April 2016. Already in early 2015, Effort acquired the Italian robot company CMA Robotics and 
opened an R&D centre in Italy. China’s market leader Siasun acquired a vocational training centre 
in eastern Germany.

Outlook
The success of foreign robot manufacturers in China will be significantly diminished by 2025. 
A number of China’s leading robot makers will be ready to seize foreigners’ market shares: the 
combination of political support and foreign knowledge acquisition will enable them to provide 
cutting-edge technology. The dominance of Chinese enterprises will at first become more and 
more evident in the lower and middle sectors of the market. With a certain time lag, Chinese enter-
prises will also increasingly manage to provide sophisticated six-axis robots, welding robots and 
core components. An area in which foreign robot makers could maintain a considerable advantage 
is intelligent robots for machine-human interaction. Chinese robot makers will rapidly catch up in 
robotic hardware, but will have more difficulties in robot programming. The rapidly growing market 
raises hope for foreigners that the number of units sold will remain high even if their market share 
drops.
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CASE STUDY 2: INDUSTRIAL SOFTWARE, CLOUD COMPUTING AND BIG DATA

The growth rate of China’s industrial software market in the last five years has been 17.5 per cent, 
well above the world average of 5.5 per cent (Figure 16).42 This growth concentrates mainly on 
basic digitisation such as the installation of ERP and MES systems (Industry 3.0). While China is 
still catching up with Industry 3.0, industrial software solutions that integrate cloud and big data 
services are gaining in importance on the Chinese market.

Market shares and technology gap
Similar to industrial robotics, Chinese industrial software is also much less sophisticated than 
the products of SAP, Oracle and other foreign developers. Especially when it comes to complex 
software platforms for large corporations with international activities, the foreign products are 
unrivaled. This is obvious with regard to advanced IT solutions such as integrated cloud services 
and big data analysis. Consequently, the high-end segment of the industrial software market is 
dominated by international software providers. The top foreign developers account for more than 
60 per cent of the generated value in the ERP market.

Chinese strengths
The ERP and MES products of Chinese software developers like Yonyou, Kingdee and Digiwin 
have made significant progress in terms of functionality and sophistication in recent years. The 
advantage of their software is that it is cheap and rather easy to use. A Chinese ERP software 
solution costs only a fraction of the price of an SAP ERP product.43 This fits quite well with the 
needs of private small and medium enterprises, but also with state-owned companies. With a 
good understanding of the specific needs and user-interface preferences of Chinese users, they 
can deliver tailored products to Chinese SMEs. Chinese enterprises also begin to focus their strat-
egies on new, integrated software solutions and try to develop Industry 4.0 products that cater 
to the needs of Chinese companies.44 Leading internet enterprises like Alibaba and Tencent also 
increasingly offer industrial applications, especially in e-commerce and cloud computing.45

Political support
As in robotics, Made in China 2025-related documents seek to increase the share of Chinese 
software in the domestic market. However, political support for China’s industrial software is less 
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Huge demand for industrial software
Industrial software market development in China (in billion CNY)

Source: CCID
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visible than for robotics. The instruments are similar but have a lower scale than in robotics. These 
include tax relief, direct subsidies and incentives for local software parks.46

The government has not yet implemented extensive measures specifically aimed at limit-
ing market access for foreign industrial software, although there are some restrictions for cloud 
computing and encryption software that can also affect the application of industrial software. So 
far, the government has deployed only a “soft” approach to technology nationalism. In 2016, the 
MIIT headed a series of events for Chinese software user and supplier companies to strengthen 
their exchange and to accelerate the application of home-grown software solutions in Chinese 
companies.47

However, the Chinese government will increase protective measures if Chinese software 
comes close to reaching the same technological level as foreign competitors. Political interference 
will aim to provide an additional push for Chinese brands. Chinese industrial software companies 
are already lobbying for more governmental support, for instance through exclusive government 
procurement of Chinese solutions or through more systematic and reliable financial support.48

Outlook
Chinese software developers will increasingly be able to provide complex software solutions. 
Even if the Chinese enterprises do not reach the same level of sophistication as foreign competi-
tors, they will increasingly be able to provide tailored solutions for large Chinese corporations. The 
growing group of hopefuls will become especially important customers for them.

However, technology substitution will not proceed as quickly as in robotics. The reason for 
this is neither the lower level of political support nor the lower technological level, but technolo-
gy lock-in. Chinese software providers frequently point to international providers restricting the 
compatibility of their products with other international software solutions. In fact, lock-in effects 
are strong for industrial software: once a company has implemented and integrated a certain solu-
tion into its organisational culture, it is very costly and time consuming to replace the software 
system with an alternative product. Although the majority of China’s large companies consider 
using Chinese software solutions, they often end up using software from well-known and more 
popular international brands.49
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CASE STUDY 3: 3D PRINTING

Many definitions of Industry 4.0 do not include 3D printing. However, similar to networked produc-
tion, additive manufacturing is a very promising technology with the potential to revolutionise in-
dustrial production and many other fields such as medicine. Different from industrial software and 
robotics, 3D printing is a relatively immature technology. It is only at the early stage of commer-
cialisation and the formation of a market. The industrial applications for 3D printing are currently 
limited to the manufacture of prototypes, spare parts and special parts. China’s entire market for 
3D printers, including industrial and non-industrial uses, has doubled annually for the last six years 
and a market value of 20 billion CNY is predicted for 2018 (Figure 17).50 Within the next 5 to 10 
years, China will become the biggest market for 3D printing worldwide.51

Technology gap and market shares
When it comes to industrial 3D printing, Chinese enterprises are less advanced than foreign 
competitors. Core components for industrial printers and high-end printing materials such as 
resin, ceramic and polymer powder are mostly imported from foreign suppliers.52 This situation 
is mirrored in China’s corporate landscape. Even though about 200 new enterprises have sur-
faced in the dynamic 3D printing market, only about ten currently work on developing 3D metal  
printers.53

The slightly backward position of Chinese enterprises is, however, not as obvious as in robot-
ics and industrial software. As the technology is rather immature, international players are not yet 
as dominant as in other industries. Innovations for industrial applications can still rearrange the 
market structure profoundly and suddenly.

Chinese strengths
Despite a certain backwardness, Chinese enterprises are close to catching up to the international 
advanced level in industrial 3D printing. In contrast to robotics and industrial software, Chinese 
enterprises do not focus primarily on low-cost solutions and adaptation to Chinese customers’ 
demands. Instead, Chinese companies have already built up some competitiveness in certain are-
as. This includes printing methods like selective laser sintering (SLS) and selective beam melting 
(SBM)54 that use aluminium alloys, materials suitable for the aerospace industry due to their light-
ness and resistance to corrosion.
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Huge growth potential of 3D printing in China
3D printing market development in China (in billion CNY)

Source: Qianzhan, (from 2016 onwards estimates only)
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Chinese research institutions and enterprises are already among the global leaders in non-indus-
trial uses for 3D printers. Chinese 3D printers for private consumers and for bio-printing are very 
advanced. Ground-breaking achievements by Chinese companies and research institutes in 3D 
printed body organs and tissue, housing structures and automobiles are regularly reported in the 
news.55

Political support
The emerging industry of professional 3D printing is mainly government-driven.56 Compared to 
robotics and industrial software, however, government support for industrial 3D printing is less 
apparent and focuses more on R&D than on commercialisation. In 2013, the Ministry of Science 
and Technology (MoST) identified it as a core future technology in its 863 plan.57 In February 
2015, the MIIT, the NDRC and the Ministry of Finance jointly issued the first national development 
plan to promote additive manufacturing,58 leading to a massive expansion in the field. In 2016, 
the central government pledged a total of more than 400 million CNY in funding for several R&D 
projects for 3D printing over four to five years.59 Government programmes especially emphasise 
aviation and metal printing as key areas. Government support will increase over the coming years 
as the technology becomes more mature.

International cooperation
Several Chinese 3D printing companies have started to cooperate with foreign counterparts. They 
are less focused on acquisitions than the robotics industry. The Chinese 3D printing manufacturer 
Kangshuo built a joint venture with the U.S. company Solidscape. The Chinese company Meimai 
cooperates with the German industrial 3D printing company Voxeljet.60 Hangzhou Shining put it-
self on the map of 3D bio printing in 2015 by acquiring intellectual property rights for a 3D printer 
for liver samples and by expanding into the field of high-quality materials.61

Outlook
It is very likely that Chinese 3D printing companies will quickly emerge as important market play-
ers domestically and globally, faster than in other advanced production technologies. This is due 
to the dynamic development of the immature technology and increasing government support.

There are several frontrunners likely to emerge as important global players: the most prom-
ising are Beijing Tiertime, Farsoon and Zhuhai CTC Electronic. The Hunan-based Farsoon, for 
instance, produces SLS machines that are the first industrial printers with Chinese technology 
to compete on the European market.62 The company also provides printing material for SLS and 
recently collaborated with German chemical producer BASF on developing a new high-performing 
material.63 

Another game changer will be Zhuhai CTC Electronic. With the backing of Zhuhai city, CTC 
built China’s largest factory for 3D printers and recently launched two lines of industrial printers, 
including 3D metal printing.64 While companies in industrial countries own most patents for met-
al printers, CTC has become the first Chinese firm to develop its own proprietary metal printing 
technology.65
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6. Implications for industrial countries

China’s high ambitions and extensive political support for the manufacturing sector will reshape 
global competition structures. Despite the weaknesses of China’s top-down policy, a group of 
Chinese companies will be able to utilise the political support effectively and significantly boost 
their competitiveness. And these emerging companies will continue to enjoy intense state sup-
port. The Chinese state will seek to shield their activities from international competition at home 
and to support their engagement on global markets politically as well as financially. The global 
competitive playing field will be effectively tilted by Chinese industrial policy.

This poses a number of fundamental challenges to industrial countries and international 
enterprises. China’s industrial policy aims at technological leadership in industries that currently 
represent the foundation of these countries economic growth. In the near future, Chinese smart 
manufacturing users and suppliers will contest the market positions of established international 
enterprises both within and outside China.

6.1  INDUSTRIAL POLICY MEASURES CHALLENGE FOREIGN COMPANIES

As the previous chapters have shown, Chinese industrial policy uses a broad mix of traditional  
instruments to protect Chinese companies from international competition. This includes market 
access restrictions for international companies as well as subsidies and public procurement reg-
ulations favouring Chinese enterprises. These instruments are increasingly complemented by a 
set of nuanced policy measures tailored to the technical and regulatory specifics of smart man-
ufacturing.

Four types of policy interventions will present a particular challenge to foreign enterpris-
es and governments: state-driven outbound foreign direct investment in high-tech industries, 
state-controlled data flows, market access restrictions and China’s strategic use of standardisa-
tion.

Chinese smart 
manufacturing  
users and 
suppliers will 
contest the 
market positions 
of established 
international 
enterprises. 

KEY FINDINGS 

  China’s industrial policy will have an 
enormous impact on many industrial 
countries. Countries in which high-tech 
industries contribute a large share to 
the industrial output are most exposed 
to Made in China 2025.

  Following the current gold-rush period 
for foreign businesses in China, China’s 
industrial agenda will negatively impact 
foreign tech suppliers and manufactur-
ers in the years ahead.

  The Chinese state promotes investment 
in leading foreign technology enter-
prises with the aim of systematically 
acquiring cutting-edge technology 
and generating large-scale technology 

transfer. It is a realistic scenario that 
the widespread technology absorption 
by China will contribute to the erosion 
of industrial countries’ technological 
leadership in specific industries.

  At the moment, China is still a relatively 
open market for greenfield investment 
of foreign tech suppliers in smart 
manufacturing. However, if protection-
ist measures increase, they will pose a 
serious long-term risk to foreign tech 
suppliers.

  The Chinese government’s tight control 
of cyberspace affects the use of digital 
business applications, hinders the 
transfer of data and exposes sensitive 
business information to the grasp of the 
state.
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CHALLENGE 1: TECHNOLOGICAL HOLLOWING OUT BY STATE-DRIVEN FDI

The rapidly growing inflow of Chinese FDI into Europe and the United States has broadly positive 
effects on the host countries. Many acquired enterprises benefit significantly from the inflow of 
capital and welcome potential opportunities to better develop their business in China. The man-
agers of many enterprises report that they have retained independent decision making after the 
acquisitions.

However, this overall positive impression is overshadowed by a newly emerging trend: stra-
tegic and technology-seeking FDI guided and supported by the state. The Chinese state promotes 
investment in leading foreign technology enterprises with the aim of systematically acquiring 
cutting-edge technology and generating large-scale technology transfer. Since state-led FDI in 
high-tech sectors is a new phenomenon, its full extent and precise effects are not yet entirely 
clear. But it is a realistic scenario that the widespread technology absorption by China will contrib-
ute to the erosion of industrial countries’ technological leadership in specific industries.

China’s “going out” policy emphasises international investment as a critical step towards 
building Chinese champions with global influence. There are strong indications that the absorp-
tion of advanced technology is an increasingly prevalent motive for the state’s push for outbound 
FDI. From this perspective, Made in China 2025 can be read as a grand strategy for technolo-
gy-seeking investment.

Figure 18
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The state hides behind investment management companies
Ownership relations of Beijing JAC Capital Ltd., investor in NXP’s RF power business in 2015

Source: MERICS
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The Chinese leadership’s increasing interest in technology-seeking FDI is apparent from the 
discourse in Beijing policy circles: Ding Wenwu, head of the Electronic Information Technology 
Department of the MIIT and the National IC Fund, which actively invests abroad, said that “inter-
national acquisitions are often also an opportunity to attract foreign talent and to acquire tech-
nology”.66 Wang Xiaohong, a researcher at the government-based China Center for International 
Economic Exchanges, stated that investment in Europe is especially suitable when seeking to 
“acquire global advanced technology and create spill-over effects”.67

The ambitions of the Chinese state become visible through its actions: Chinese FDI in high-
tech industries with direct or indirect links to state entities has significantly increased in recent 
years. Since Made in China 2025 was released in 2015, investment in European smart manufac-
turing suppliers by Chinese state-owned enterprises as well as by private enterprises partially 
supported with state capital has risen rapidly (Table 7). The quest for foreign technology at times 
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Growing number of acquisitions of foreign tech suppliers
Investment by Chinese enterprises in foreign companies specialising in automation and digitisation of 
industrial production

Notes: * = State-owned enterprises (share of state institutions >50%)
Source: MERICS research

Table 7

Date Chinese Investor Foreign Target Country Share

Dec 2013 AVIC* KHD Humboldz Wedag Germany 79%

Jun 2014 Preh (Subsidiary of Joyson 
Electronics)

IMA Automation Germany 100%

Dec 2014 Wolong Electric SIR Solutions Industriali Italy 89%

Jan 2015 Huachangda Intelligent Equip. 
(HCD)

Shanghai DEMC/ Dearborn 
Mid-West Company (DMW)

United 
States

100%

Jan 2016 ChemChina* KraussMaffei machine tools Germany 100%

Mar 2016 Siasun* Teutloff Germany 100%

Apr 2016 Wanfeng Paslin United 
States

100%

Apr 2016 AVIC* Aritex Spain 95%

Apr 2016 
(announced)

Wuxi Lead Intelligent Equipment 
Co.

JOT Automation Finland 100%

May 2016 Shanghai Electric* Manz Germany 19,67%

May 2016 Dongfang Precision EDF EUROPE S.R.L. Italy 100%

Jun 2016 Agic Capital Gimatic Italy N/A

Aug 2016 Shanggong Group H. Stoll Germany 26%

Aug 2016 Midea Kuka Germany 94,5%

Oct 2016 Shanghai Electric* Broetje Automation Germany 100%

Withdrawn FGC Investment Aixtron Germany N/A
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even targets entire industries: for instance, almost all of the large semiconductor enterprises in 
the United States have received investment offers from Chinese state actors.

Sovereign investment funds and governmental investment management companies play 
an increasing role in high-tech FDI. While these funds and their management often present 
themselves as private enterprises, the state’s active role is concealed behind an opaque network 
of ownership and funding structures. The State Council and local governments primarily use 
these funds and the expertise of private managers to make subsidies to Chinese enterprises 
more efficient. These funds are now becoming increasingly active with regard to investment in 
overseas markets. Examples of such funds and investment vehicles are the National IC Fund and 
the China Investment Corporation and its subordinate funds. One example of an investment by 
a Chinese state-owned investment corporation is the acquisition of the radio frequency power 
business of Dutch semiconductor enterprise NXP by JAC Capital Ltd., of which an investment 
vehicle of the State Council owns 51 per cent (Figure 18). The China Investment Corporation also 
contributed 550 million USD to the Asia-Germany Industrial Promotion Capital (AGIC), a private 
Chinese-owned investment fund based in Germany targeting investment in European Industry 
4.0 enterprises.68

It is very likely that state-led FDI aiming at technology absorption will further increase in the 
coming years. With regard to smart manufacturing, the newly created Advanced Manufacturing 
Fund will probably also make investments abroad.

Figure 19
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The Fujian connection
The network of potential state and private investors behind the bid for machine maker Aixtron

Source: Capital, MERICS
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As technology-seeking state-led FDI becomes more pronounced, it creates a serious challenge for 
industrial countries. Regardless of the implications for national security and geopolitical consider-
ations, this kind of investment could undermine their technological leadership in several high-tech 
industries. Large-scale investment in industries such as smart manufacturing equipment poten-
tially opens the door for systematic technology transfer: with a certain time lag, state-driven 
FDI in high-tech enterprises is likely to cause an absorption of knowledge, talent and patents by 
Chinese enterprises.

If Chinese enterprises prove capable of using this technology effectively, a hollowing out of 
the technological leadership of industrial countries in pillar industries is possible. The duplication 
and transfer of technology from Europe or the United States to China is a realistic scenario. An 
example is the takeover of the American permanent magnet manufacturer Magnequench in the 
late 1990s by the state-owned enterprises China National Non-Ferrous Metals Import and Export 
Corporation and San Huan New Material, a subsidiary of the Chinese Academy of Sciences. After 
the Chinese investors had taken over Magnequench, they duplicated the production facility in 
China and closed down the site in the United States. In part due to this acquisition, China emerged 
as the largest manufacturer of permanent magnets worldwide, whereas there is no longer any 
significant production of these critical high-tech components in the U.S.69

A hollowing out 
of the techno-
logical leader-
ship of industrial 
countries in 
pillar industries 
is possible.

RECENT CONTROVERSIES OVER CHINESE HIGH-TECH INVESTMENT IN EUROPE

Midea and Kuka
Two recent bids for high-tech enterprises ignited a controversial debate about Chinese 
FDI within political and economic circles in Europe. The first was the bid that led to the 
acquisition of robot maker Kuka by the Chinese electrical appliance manufacturer Midea. 
Kuka is a German flagship enterprise for Industry 4.0 technology. Although Midea promised 
not to transfer Kuka’s intellectual property rights until 2023, it is likely that the enterprise’s 
knowledge and abilities will be transferred to Midea in the long term. 

From a national strategic perspective, a transfer of knowledge from Kuka to Midea 
will harm Germany’s position in the robotics industry. However, from a business perspec-
tive the Midea-Kuka deal represents a rather unproblematic form of investment: Midea is a 
mostly privately-owned company that purportedly financed the deal privately.

Fujian Grand Chip Investment and Aixtron
The failed attempt by Fujian Grand Chip Investment (FGC) to take over the German ma-
chine maker Aixtron is a much more complex case (Figure 19).70 Aixtron is one of two glob-
al producers of machines required to produce semiconductors for photovoltaics and LEDs, 
among other applications. The owner of FGC is a private businessperson, Liu Zhendong. 
However, the opaque network of ostensibly private investors of FGC actually conceals the 
Chinese state as an important investor and lender: the central government-controlled Sino 
IC Leasing, a subsidiary of the National IC Fund, offered to provide a loan of 500 million 
EUR to make the deal possible.71 The other state actor involved is Xiamen Bohao Invest-
ment, an investment enterprise owned by the city government of Xiamen.

Even more alarming is the fact that Aixtron was faced with a tumbling share price 
after the Fujian-based San’an Optoelectronics cancelled a large order of machines in late 
2015. Aixtron had already incurred big losses before, but this cancellation was the final 
trigger that caused the enterprise to seek a new investor. Some facts point to a close re-
lationship between the customer San’an and the potential investors FGC and the National 
IC Fund. The parent company of San’an Optoelectronics, the San’an group, owns shares in 
Sino IC Leasing. Moreover, San’an Optoelectronics previously received a National IC fund in-
vestment of 9 per cent. Xiamen Bohao Investment also previously bought bonds of San’an.
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CHALLENGE 2:  DATA AND CYBER REGULATIONS PUT MANUFACTURERS’ INDUSTRIAL 
DATA AT RISK

Smart manufacturing relies heavily on the generation, transmission and storage of sensitive 
business and production data. Accordingly, the integrity and safety of data flows is key to the 
operation of smart manufacturing processes. In this respect, China provides a very unfavourable 
digital environment for foreign enterprises. The Chinese government’s tight control of cyberspace 
affects the use of digital business applications, hinders the transfer of data and exposes sensitive 
business information to the grasp of the state.

China has rigid written and unwritten rules and measures for cyber governance. The govern-
ment sees control of data as a key instrument for protecting the predominant political role of the 
party. The enormous censorship system extensively filters all digital communication. The govern-
ment seeks to tightly control encryption methods and to force companies to reveal encryption 
codes to the authorities. Sales or commercial use of encryption devices by foreign enterprises 
have to be authorised by the Office of State Commercial Cryptography Administration (OSCCA). 
Today, restrictions on the use of encryption devices are already highly problematic for foreign 
companies. In practice, it is very difficult for foreign enterprises to obtain these licenses. 

With the development of the Internet of Things and the broad use of smartphones, the 
tracking of private information by the state is about to penetrate every aspect of social and eco-
nomic life. For example, all electric vehicles in China already have to transmit position information 
to Chinese government agencies every few seconds.72 The intensifying penetration of industry 
by digital applications and the corresponding increase in available data is also highly likely to spur 
an increase in the collection of different kinds of production data by state institutions.

These regulations and measures are very harmful to foreign business in smart manufactur-
ing. First, foreign enterprises have to take into account that the Chinese state can have systemat-
ic access to sensitive business data, as enterprises might be required to open their systems to the 
Chinese state. It is possible that government institutions will also use the obtained data to inform 
Chinese companies about the knowledge and secrets of foreign competitors.

Second, enterprises have to operate in legally grey areas to protect their data. Restrictions 
on the use of encryption devices force some foreign enterprises to illegally circumvent these 
regulations to ensure their data is protected. 

Third, the low internet speed of connections to foreign servers and the regulations on en-
cryption render internet communication and many smart manufacturing business models ineffec-
tive. For instance, remote maintenance of machines (smart services), which involves the transmis-
sion of encrypted sensitive machine data to and from service centres outside of China, is difficult 
to carry out under the current regulations.

Tight cyber governance is likely to remain in place. The new Cyber Security Law, released 
in November 2016, contains a provision that customer data pertaining to critical infrastructure 
should be stored and processed within China. Critical infrastructure is defined as communication 
technology, energy, transport, water supply, financial services and public supply facilities. Manda-
tory storage of sensitive data in China entails serious security risks for the data owners. The local 
storage requirement gives the Chinese state easy access to the data of international companies. 
In addition, technical weaknesses in the Chinese server infrastructure increase the vulnerability 
to cyber attacks. 

CHALLENGE 3: INCREASING MARKET ACCESS RESTRICTIONS FOR TECH SUPPLIERS

At the moment, China is still a relatively open market for the greenfield investments of foreign 
tech suppliers into smart manufacturing. The state explicitly encourages foreign investment 
into areas such as industrial robots or high-end machine tools. However, Chinese market access 
regulation typically follows strategic industrial policy goals: markets are initially open to attract 
foreign technology, to help technological progress and to facilitate learning from foreign enter-
prises. Once Chinese companies are making significant progress in closing the technology gap, the 
Chinese government seeks to increase their market share by erecting barriers to foreign market 
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activities. If market access regulation follows this pattern in the case of smart manufacturing, it 
will pose a serious long-term risk for foreign tech suppliers.

China’s government is already closing the market for information technologies. The Mul-
ti-Level Protection Scheme, for instance, has constrained the use of foreign-produced security 
applications in state institutions since 2007. After the Snowden revelations, the Chinese govern-
ment tightened its restrictions for foreign information technology. E-commerce and cloud com-
puting – software as a service (SaaS) and software as a platform (SaaP) – companies must comply 
with restrictive rules in order to receive Internet Content Provider (ICP) licenses.73 As a matter of 
fact, few foreign products obtain the necessary licenses. Foreign tech suppliers such as Cisco, IBM 
and Qualcomm have already been hit hard by the successive closure of the IT market. As industrial 
machines become more and more digitised and connected to the internet, government interfer-
ence in the IT market will have a growing impact on the machinery industry. 

Furthermore, foreign tech suppliers will be increasingly affected by new regulations that 
certify “trustworthy products”. The rules for “secure and controllable” ICT products affect foreign 
businesses in many sectors. As of today, foreign products are, for instance, not included in the 
lists of cloud services labelled as trustworthy.74 For now, this has limited impact on foreign enter-
prises’ business opportunities. These certification systems will, however, play a role in the state’s 
construction of the so-called Social Credit System (社会信用体系). Based in particular on big data 
analysis, the Social Credit System is intended to rate companies depending on their economic and 
social trustworthiness.75 The system is meant to regulate the market and to restrict market ac-
cess, excluding those who are defined as not trustworthy based on the Chinese leadership’s rules. 
If the Social Credit System is implemented successfully, it will evolve to be a powerful new tool 
that restricts the business activities of foreign tech suppliers in strategically important sectors 
such as industrial e-commerce and software.

CHALLENGE 4: DOMESTIC STANDARDS SUPPORT INDUSTRIAL POLICY GOALS

China is generally willing to harmonise its national standards with international standards, which 
would facilitate market access for foreign businesses. The ongoing reform of its standardisation 
system and the revision of the Standardisation Law point to a liberalisation and internationalisa-
tion. Private actors are encouraged to set industry standards and regulators are encouraged to 
collaborate with their international counterparts. There are positive examples of joint standardi-
sation initiatives with China. Active standardisation dialogues for Industry 4.0 exist, for example, 
between China and Germany. The Chinese reference architecture for smart manufacturing is very 
similar to the German standardisation reference architecture for Industry 4.0 (RAMI 4.0).76 This 
provides a window of opportunity to promote European standards and to facilitate market access 
for foreign enterprises.

Similar to other countries, China is strengthening its efforts to influence and set interna-
tional standards in order to support the export of Chinese technologies and reduce the burden 
of paying royalty fees for international patents. Although this increases competition with China 
in standardisation, this occurs within established international organisations. Due to the large 
Chinese market for smart manufacturing, it is likely that China will become an influential force in 
relevant international committees. In the case of smart manufacturing, China has already scored a 
success by introducing its process and factory automation standards (WIA-PA and WIA-FA) under 
the International Electrotechnical Commission.77

At the same time, China sometimes formulates national standards in strategic industries 
that deliberately differ from international standards in order to impede market access for foreign 
technology and to favour Chinese technology on the domestic market. Examples of Chinese na-
tional standards are the FDD-LTE standard for 4G mobile networks, the WAPI standard for wireless 
networks and independent standards for electric vehicle charging stations. If such a national path 
of standardisation also manifests itself in smart manufacturing, market access for foreign tech 
suppliers could be considerably restricted. The standardisation reform gives more weight to enter-
prise-led committees in standards setting. However, it is possible that state-owned enterprises 
and state-dominated associations use their increased influence to introduce standards that make 
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market activities for foreign enterprises more difficult.
This specifically relates to technologies with strong data security concerns like cloud com-

puting, industrial software and big data. It is concerning that Chinese smart manufacturing stand-
ards for key technologies show a low correlation with international standards when compared to 
more basic smart manufacturing standards, which are less important for controlling a technology 
(for instance, safety and management requirements) (Figure 20). 

In the worst case, nationally independent standards would cut off foreign machinery makers 
and software developers from the Chinese market in some strategically important technologies. 
Alternatively, these enterprises would have to use the Chinese standards and pay royalty fees 
for providing products using the Chinese standards in order to maintain a presence in the Chinese 
market.

6.2  MADE IN CHINA 2025 COULD HARM BUSINESS OF FOREIGN ENTERPRISES

Following the current gold-rush period, China’s industrial agenda will negatively impact foreign 
tech suppliers and manufacturers in the years ahead, irrespective of the strategy’s ultimate level 
of success. The degree of the negative impact will, however, vary substantially between different 
technologies and industries and depends on the pace and effectiveness of the implementation 
of Made in China 2025. Eventually, any scenario for Made in China 2025 will lead to higher com-
petition from China and a significant decrease in business opportunities for foreign companies as 
these will increasingly be affected by Chinese industrial policy (Table 8).

Tech suppliers
China’s political agenda to support smart manufacturing will greatly enhance business opportu-
nities and create “golden years” for foreign tech suppliers at first. In a second phase after 2020, 
however, the Chinese government will take steps to restrict market access as soon as Chinese are 
able to compete with their own domestic products. The government will increase political inter-
vention in the market and will try to squeeze out international competitors. If successful, this will 
lead to a third phase after 2025, in which Chinese companies become strong competitors in China 
and on global markets (scenario I). If Chinese companies fail to catch up, foreign tech suppliers 
will continue to have market opportunities in China but they will face political intervention and 
an unfair market environment (scenario II). Scenarios I and II might both come to pass at the same 
time, though for different technologies and industries.
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China goes its own way in cloud computing and big data
Percentage of Chinese standards correlating with internationally agreed standards in various
categories

Source: SAC

Figure 20
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Future impact of China’s industrial policy on foreign manufacturers and tech suppliers
The three phases of China’s catch-up process and their implications for foreign companies

Table 8

Phase I: Golden years (approx. 2016-2020)

Developments in China
Impact on foreign tech suppliers Impact on foreign manufacturers

Opportunities Challenges Opportunities Challenges

Policy-induced demand for 
smart manufacturing

Large business oppor-
tunities

Slightly growing 
competition from new 
Chinese competitors

China as laboratory to 
test smart manufac-
turing; qualitative im-
provement of Chinese 
supply chain

Competition from 
frontrunners

Preparation of and 
experiments with stronger 
industrial policy measures

Possibility to influence 
design of future policy 
measures

Gradually increasing 
business restrictions

Growing state-backed 
overseas FDI in high-tech 
industries

New funding sources; 
access to the Chinese 
market

Technology drain

Phase II: Market closure (approx. 2020-2025)

Strong enforcement of 
industrial policy measures 
prepared during Phase I

Strong and unfair 
competition

Restrictions on the use 
of foreign IT products 
and infrastructure

Continued massive gov-
ernment funding

Large business oppor-
tunities

Overcapacities among 
Chinese enterprises; 
price deterioration

Chinese spending 
lowers prices for 
smart manufacturing 
technologies

Stronger competition 
from Chinese frontrun-
ners and hopefuls

Chinese companies use 
technologies and know-
how acquired in Phase I to 
enhance their competi-
tiveness

Accelerating technol-
ogy transfer to China 
due to Chinese invest-
ments during Phase I

Strong Chinese 
competitors selling 
high-quality products 

Lower costs for high 
quality smart manu-
facturing technologies

Political support for Chi-
nese companies to expand 
to international markets

Increasing competi-
tion on international 
markets

Increasing competi-
tion on international 
markets

Phase III: Success or Failure of Made in China 2025 (after 2025)

Scenario I – Success of Made in China 2025

Lowering of market barri-
ers for foreign enterprises

Improved market 
access

Improved market 
access

Strong competitiveness of 
Chinese companies with-
out government support

Strong competition, 
even in high-tech 
sector

Chinese enterprises 
challenge foreign 
market leaders across 
the board

Political promotion of 
international expansion

Lower market shares 
on home markets; loss 
of international high-
tech leadership

Lower market shares 
on home markets; loss 
of international high-
tech leadership

Scenario II – Failure of Made in China 2025

Continuous market barri-
ers for foreign companies

Unfair competition Unfair competition

Large part of China’s 
industry remains at a low 
level of smart manufac-
turing

High-tech market 
leadership remains

Drop in demand for 
smart manufacturing

High-tech market 
leadership remains

Strong competition, 
but only from a few 
frontrunners and 
hopefuls
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Manufacturers
In the coming years until 2020, foreign manufacturers will continue to benefit from their enor-
mous advantages in smart manufacturing. Only a few Chinese frontrunners will begin to chal-
lenge established multinational corporations, leading to a slow shift in market structures. As the 
Chinese policy gradually becomes effective during the second phase after 2020, however, more 
and more Chinese hopefuls will use advanced technologies to increase their leverage and to com-
pete with their international counterparts on the Chinese market. Internationally, foreign manu-
facturers will still be able to maintain their leading position. Yet Chinese challengers will increase 
their competitiveness at high speed. If China’s smart manufacturing agenda proves successful, 
a large group of hopefuls will become strong competitive players after 2025, both in China and 
worldwide. This will lead to significantly diminished market shares for established internation-
al corporations. If Made in China 2025 is not successful, the group of hopefuls challenging the 
market leadership of international corporations will be significantly smaller than in the case of 
success. Despite the increasing market shares of Chinese companies, foreign market leaders will 
be able to maintain their dominant roles in many industries.

6.3  CHINA’S INDUSTRIAL POLICY PUTS PRESSURE ON INDUSTRIAL COUNTRIES

China’s industrial policy will have an enormous impact on the entire national economies of many 
industrial countries. These impacts will reach beyond smart manufacturing. China’s industrial 
policy targets industries of fundamental importance for the economic growth of many industri-
al countries. If China’s industrial policy is successful, these countries will experience lower GDP 
growth rates, job losses and a decrease in industrial output.

Countries in which high-tech industries contribute a large share to the industrial output are 
most exposed to Made in China 2025 (Figure 21). The Czech Republic, Germany, Italy, Hungary, 
Japan and South Korea will be most vulnerable if Made in China 2025 is successful, as outlined 
in scenario I. Their future economic growth relies heavily on industrial production. The high- and 
medium-tech industries that Made in China 2025 identifies as strategically important account for 
more than 40 per cent of their industrial value-added.

The largest industries that will be affected by China’s industrial policy are automotive and 
machinery. Machinery is the most important high-tech industry for nine European countries, while 
the automotive industry is the largest high-tech industry in seven countries. Other important in-
dustries such as chemicals will also feel the impact of Chinese industrial policy.

For the countries that will potentially be most affected, a fast and coordinated response to 
China’s strategic industrial policy related to Made in China 2025 is of the utmost importance. The 
success of Made in China 2025 is still uncertain as its implementation faces a number of difficul-
ties and many policy measures are not yet set in stone. A timely reaction could still influence some 
measures and reduce the negative impacts on industrial countries and their companies.
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Figure 21

Source: MERICS
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Under Pressure: Industrialised countries will feel the heat of Made in China 2025
Vulnerability of select industrial countries to Made in China 2025 
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Made in China 2025 poses a great challenge to economies and enterprises around the world. 
Decision makers in Europe and the U.S. need to take the enormous potential of China’s sophisti-
cated industrial policy seriously in order to remain competitive against China’s rapidly emerging, 
powerful enterprises. Policy makers, industry associations as well as suppliers, producers and us-
ers of smart manufacturing technology will have to react smartly to the challenges presented in 
Chapter 6. A swift and determined response will improve the prospects for international compa-
nies to grasp the opportunities presented by Made in China 2025 while containing its potentially 
detrimental impacts.

7.1 RECOMMENDATIONS FOR POLICY MAKERS

DEVELOPING NEW INSTRUMENTS TO ADDRESS STATE-DRIVEN FDI

Large parts of China’s foreign direct investments (FDI) create significant benefits for the acquired 
companies and are largely unproblematic from a macroeconomic perspective. Europe and the 
United States should continue to welcome these investments. 

State-led investments, however, increasingly aim at replacing global technology leaders by 
way of transnational takeovers and subsequent localisation of acquired technologies. China’s 
technology acquisitions are often supported and guided by the Chinese state, using government 
financing and opaque investment networks. At the same time, China denies reciprocal market 
access for international investors. This undermines the principles of fair competition and exploits 
the openness of market economies (see Chapter 6).

It is a misunderstanding to lable government screening of state-led investments as protec-
tionist. On the contrary, building the leverage to prevent market distortions would prove that pol-
icy makers are willing and able to actively defend liberal market principles, including openness to 
investment. 

The existing instruments in Europe for reacting to problematic FDI are inadequate to ad-
dress the emerging challenges. Policy makers need a refined set of options to effectively respond 
to different types of acquisition attempts. The options need to be non-discriminatory and apply 
equally to state-led investments from all countries. The following provides a menu of ideas for 
strengthening the existing policy toolbox.

Increase transparency by tightening disclosure requirements for state-led acquisi-
tions. It is essential for sound decision making on FDI inflows to obtain more extensive and ac-
curate information about the background of outside investors. Transparency is a prerequisite for 
calibrated state intervention and provides the basis for long-term adjustments of FDI screening 
regimes. Mandatory notification and disclosure requirements for state-owned or state-financed 
entities are indispensable for increasing transparency. The threshold for notification will have to 
consider the share taken in a company, the size of the investment and the involvement of the 
state. While the implementation of disclosure mechanisms is most feasible at the member state 
level, sharing information at the EU level will enhance the ability to react to EU-wide patterns of 
state-investment in high-tech sectors.

Extend the scope of national security screenings. Following the example of the Commit-
tee on Foreign Investment in the United States (CFIUS), FDI into Europe should be more compre-
hensively screened for national security implications. The current narrow set of criteria to deter-
mine what constitutes a national security concern could be widened to include additional sectors 
and products and should be updated to keep up with technological developments. Sensitive infor-
mation is no longer limited to the defence industry in a narrow sense, but is increasingly shared 
within a wider circle of machinery and enterprise software suppliers. The increasing importance 
of cyberspace as a primary arena for conflict underlines the necessity to rethink the definition of 
national security with regard to foreign investment activities.

FDI into Europe 
should be more 
comprehensively 
screened for 
national security 
implications.



62 | MERICS | PAPERS ON CHINA No 2 | December 2016

7. Recommendations

Use competition policy more broadly for reviewing state-owned investors. Existing com-
petition policies at EU and member state level provide a basis for the regulation of investment. 
Expanding the application of EU state aid rules to all entities operating in the single market rep-
resents a pragmatic way for addressing Chinese and other external FDI in breach of competition 
rules. In addition, merger control procedures can be more broadly used for screening investments 
from state-owned enterprises by way of considering all state-owned enterprises from the same 
country as a single economic entity. In 2016, the European Commission set an example by inves-
tigating the extent of government control of China’s state-owned China General Nuclear Power 
Corp before allowing investment in the Hinkley Point C nuclear power plant in the UK. 

Establish reciprocity measures to address and negotiate Chinese investment barri-
ers. When evaluating the necessity for state intervention, decision makers should also consid-
er whether the partner country grants reciprocal access for inbound investment. Access should 
be granted or denied based on a sector-specific “equivalence of openness” test. Standards and 
thresholds for this course of action can for instance be based on OECD openness criteria and as-
sessments. However, such a measure would be in breach of current EU law. A change of EU trea-
ties would be necessary to allow interventions based on such „equivalence of openness“ tests.

Screen state-led investments for systematic acquisition of essential high technology. 
A possible new mechanism could be a review of non-EU state-led FDI specifically in high-tech 
industries. FDI screening would be triggered by non-EU investments aimed at a politically moti-
vated, systematic relocation of core technologies. Responsible state agencies would be allowed 
to attach conditions (e.g. barriers to technology transfer) to the completion of a transaction or 
to entirely block a deal in exceptional cases. This would require a major reform of the European 
investment regime to make technology-based interventions legally sound. Such a reform is cur-
rently politically highly unlikely.

MITIGATING CYBER RISKS

Foreign enterprises in China are insufficiently protected against the insecure digital environment 
in the country and the expansive collection of data by the state. Although enterprises can them-
selves improve their level of protection, only national European governments and the EU can mit-
igate the systemic cyber risks in China. The following responses can improve the protection of 
sensitive industrial data:

Leverage smart manufacturing cooperation to improve cyber-security dialogue. Chi-
na’s government actively strives for close international cooperation on smart manufacturing. This 
provides an opportunity for European governments to demand concessions from China in return. 
Making the political backing of cooperation with China on smart manufacturing conditional on 
substantial progress in the dialogue on cyber security will create leverage. This leverage can be 
used to demand, for instance, the adjustment of Chinese cyber policies that discriminate against 
or openly harm foreign businesses.

Deepen cyber-security cooperation. To improve cyber security in smart manufacturing, 
Europe and the United States need to further extend their cyber-security dialogues with Chi-
na. While Chinese counterparts often prioritise the discussion of cybercrime, European and U.S. 
negotiators should shift the focus towards cyber security regulations and standards (for exam-
ple, the implementing regulations for China’s Cyber Security Law), encryption, data transmission,  
data storage and cyber-espionage. On the European side, this requires effective cooperation be-
tween national ministries of science, the economy and the interior as well as between member 
states.

Increase R&D investments in cyber defence capabilities. Increased public funding for 
the digital protection of industrial systems and enhanced R&D for IT security is essential for a 
strong industrial cyber defence capability. The use of digitised production makes industry more 
vulnerable to cyber theft of business secrets and sensitive information. Many cyberattacks orig-
inate from Chinese territory. Concrete measures to mitigate these risks include establishing new 
university programmes and research units for cyber security and increasing the focus of publically 
funded institutions providing cyber defence services to industry.
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Implement a targeted industrial policy for crucial cyber technologies. As a pro-active re-
sponse to China’s strategic industrial policy, European policy makers should set out to design and 
implement a narrowly targeted industrial policy themselves, focusing on a small number of stra-
tegic infant industry sectors for which government promotional and protective policies would 
make the greatest difference. The top-priority sector for such a targeted programme is Europe’s 
cyber defence industry at the EU and member state level. Significant public investments in cyber 
defence technologies would not only create crucial benefits for national and economic security. 
It would also generate spill-over effects boosting the broader advancement of viable European 
IT and AI industries.

Sustained public investment in European cyber defence businesses and start-ups would 
provide a much needed upgrade of protection against cyberattacks of state or non-state origin 
that carry increasing security, political and economic risks. Beyond the risks of military sabotage, 
this includes manipulation of democratic public opinion and elections, economic espionage, and 
technology theft. 

Targeted public demand, through co-investment and public procurement, would catalyse the 
emergence of a network of collaborating cyber defence companies. This state-backed network 
would provide favourable and reliable economic conditions for crucial technology companies, mak-
ing them less susceptible for takeover offers from abroad. In remaining cases of foreign acqui-
sition attempts, the EU and national governments need to strictly apply existing provisions for 
state intervention: foreign takeovers of cyber defence-related hardware and software companies 
need to be thoroughly screened and, where necessary, prohibited on the grounds of national se-
curity concerns.

EXAMINING THE CONFORMITY OF CHINA’S INDUSTRIAL POLICY WITH  
INTERNATIONAL LAW

Policy makers need ways to counteract the systematic closure of the Chinese market in important 
high-tech sectors. One potential method of achieving this is the investigation of Chinese localisa-
tion targets and subsidies and their compatibility with China’s WTO obligations.

Investigate localisation targets. Europe as well as the United States should request from 
China an official clarification of the purpose, character and implementation of the localisation tar-
gets associated with Made in China 2025. These targets are mostly articulated in semi-official 
documents, and the Chinese government denies adopting any such instruments. Therefore, it is 
important to track whether and how China implements them on the ground. If it becomes clear 
that localisation targets are being implemented while bilateral consultations do not lead to tangi-
ble results, member states should examine whether those targets violate the stipulations on local 
content requirements and subsidies in trade agreements like the GATT, TRIMs, ASCM and TBT. If 
the examination comes to the conclusion that China is violating WTO rules and if China insists on 
pursuing its policy in bilateral consultations, the EU should consider filing a case with the WTO 
Dispute Settlement Body.

7.2 RECOMMENDATIONS FOR INDUSTRY ASSOCIATIONS AND CHAMBERS

INCREASING CHINA-RELATED ACTIVITY IN THE FIELD OF SMART MANUFACTURING

The following measures are geared toward improving the support that industry associations and 
chambers of commerce can provide to European enterprises regarding smart manufacturing:

Strengthen on-the-ground information-gathering. Decision makers urgently need more 
extensive and precise information on China’s industrial policies applied in the context of Made in 
China 2025. Industry associations, through their presence on the ground, are in a good position 
to gather information and raise awareness on emerging smart manufacturing policies in China.

Improve information sharing and coordination. Industry associations and chambers of 
commerce from Europe, the United States and other OECD countries should improve information 
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sharing. The capacities of these stakeholders can only fully come into play if associations with a 
strong presence on the ground in China combine their interests. An example of an existing coor-
dination platform is the United States Information Technology Office in Beijing. Joint action can 
improve the international stakeholders’ ability to create leverage with regard to Chinese political 
decisions.

Increase information through intensified dialogue. Deepening exchange with Chinese 
smart manufacturing associations, industry partners and alliances as well as policy institutes will 
help provide early information about policy planning and implementation. Such dialogues can help 
solve technical issues that do not require decision making at the political level. Potential dialogue 
partners are the China Center for Information Industry Development (CCID), the Chinese Acade-
my for Telecommunication Research (CATR), the National Alliance for the Development of the 
Industrial Internet and the Alliance for the Promotion of the Digitisation of Industry (for further 
potential partners see Figure 5).

DISSEMINATING AND ESTABLISHING INTERNATIONAL INDUSTRY STANDARDS  
IN CHINA

Use opportunities to influence standardisation processes. China is in an early stage of formu-
lating standards for smart manufacturing. The technologically advanced level of European and 
American enterprises provides them with a chance to influence the Chinese standardisation pro-
cess and to disseminate and establish international industry standards. Collaboration with China 
on standard formulation is a promising way to prevent the country from developing independent 
national standards that ultimately serve as technical barriers to trade and market access. Increas-
ing the number of standardisation experts based in China would be a first step to improve asso-
ciations’ capacities. It will also be critical to participate in industry-based standardisation commit-
tees, which exert considerable influence on the on-going reform of the Chinese standardisation 
system. 

7.3  RECOMMENDATIONS FOR SUPPLIERS OF SMART MANUFACTURING  
TECHNOLOGY

Foreign suppliers of smart manufacturing technology have to strike a balance between reaping 
the benefits of the demand boom in China and protecting essential knowledge and technologies. 
Regarding the risk assessments of foreign enterprises, several aspects are worth considering:

Prevent unidirectional technology transfer. Safeguarding core technologies will become 
even more challenging for foreign companies that apply smart manufacturing processes in China. 
Increasing digitisation in combination with weak data security makes core technologies highly 
vulnerable. An effective method of protection is to limit technical cooperation and digital integra-
tion with Chinese partners and suppliers to areas in which Chinese companies are already at an 
advanced technological level. Research partnerships will enable European and U.S. counterparts 
to learn from Chinese enterprises as well and to jointly create new knowledge in the form of pat-
ents and use cases. Promising areas for such collaboration include 5G mobile networks, wireless 
sensor networks, 3D printing, industrial e-commerce, cloud computing and big data.

Hedge against risk by expanding business outside China. In light of Made in China 2025, 
international suppliers of smart manufacturing technology need to consider how to reduce their 
dependence on the Chinese market. As soon as China’s substitution strategy is in full swing and 
Chinese competitors are catching up technologically, business opportunities for foreign compa-
nies will sharply diminish. The active development of markets in Europe and the United States, as 
well as emerging markets such as India, can serve as a fallback option to complement engage-
ment in China.
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7.4 RECOMMENDATIONS FOR COMPANIES USING SMART MANUFACTURING

Advanced manufacturing technology will determine a company’s international success. European 
and U.S. manufacturers must continually adjust their strategies to deal with this dynamic process. 
The following considerations can be helpful:

Avoid illusions about the technology gap. Complacency is a major risk for advanced indus-
tries. Currently, European and United States companies are still well ahead of most of their Chi-
nese competitors in the use of smart manufacturing. But some Chinese companies, propelled by 
Made in China 2025, will quickly catch up. In order to avoid being caught off guard, European and 
United States companies need to maintain their focus on their own technological advancement, 
prioritising the further digitisation of their facilities. Although the business case for Industry 4.0 
remains somewhat uncertain, curiosity and openness to technological change can prevent com-
panies from being caught unprepared by breakthroughs of Chinese enterprises.

Coordinate for collective action. International companies in China need to explore ways of 
building leverage to influence the Chinese leadership’s decision making on industrial policy and 
cyber security regulations in the context of Made in China 2025. Streamlining approaches among 
foreign companies, is one way to build leverage. In some cases, interests also align between for-
eign enterprises and their Chinese partners, opening additional opportunities for coordinated ac-
tion.
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Table 9
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List of implementation documents for Made in China 2025 in the field of smart manufacturing

Date of publication Policy document Releasing institution

19/05/2015 Made in China 2025 (中国制造2025) State Council

21/07/2015 List for Smart Manufacturing Demonstration Projects 2015 
(2015年智能制造试点示范项目名单)

MIIT

27/07/2015 Key projects 2015 to Transform and Upgrade the Industry 
(2015年工业转型升级重点项目指南)

MIIT

29/09/2015 Made in China 2025 Key Area Technology Roadmap (〈中国制造2025〉
重点领域技术路线图(2015版) )

MIIT

14/12/2015 Action plan (2015-2018) for Implementing the State Council‘s Guiding 
Opinions on Actively Advancing the Internet Plus Action Plan 
(贯彻落实《国务院关于积极推进“互联网+“行动的指导意见》行动计
划（2015-2018年）)

MIIT

30/12/2015 Guideline for the Construction of a National Smart Manufacturing Stan-
dardisation System (2015) 
(国家智能制造标准体系建设指南（2015年版）)

MIIT, Standardisation 
Administration of China

01/04/2016 Implementation Plan for the Special Programme for Building National 
Champions in Single Commodities 
(制造业单项冠军企业培育提升专项行动实施方案) 

MIIT

27/04/2016 Plan for the Development of the Robotics Industry (2016-2020) 
(机器人产业发展规划（2016-2020年）)

MIIT, NDRC, Ministry of 
Finance

04 /07/2016 List for Smart Manufacturing Demonstration Projects 2016 
(2016 年智能制造试点示范项目名单)

MIIT

26/07/2016 Guideline for the Special Programme for Developing a Service-Oriented 
Manufacturing (发展服务型制造专项行动指南)

MIIT, NDRC, Chinese Acad-
emy of Engineering

26/08/2016 Guideline for the Special Programme on Promoting the Upgrading of 
Quality Brands of the Equipment Manufacturing Industry 
(促进装备制造业质量品牌提升专项行动指南)

MIIT, General Admin-
istration of Quality 
Supervision, Inspection 
and Quarantine, State Ad-
ministration for Science, 
Technology and Industry 
for National Defense

30/08/2016 Guiding opinions on Improving the Innovation System of Manufacturing 
and Promoting the Establishment of Manufacturing Innovation Centres 
(关于完善制造业创新体系，推进制造业创新中心建设的指导意见)

MIIT

02/09/2016 List of Pilot Demonstration Projects for the Chinese-German Cooperation 
on Smart Manufacturing (中德智能制造合作2016年试点示范项目名单)

MIIT

21/09/2016 Special Programme for Innovative Development in Smart Hardware Indus-
try (2016-2018) (智能硬件产业创新发展专项行动（2016-2018年）)

MIIT, NDRC

21/10/2016 Development Plan for Innovation Capacity in Industrial Technology 
(产业技术创新能力发展规划) 

MIIT

22/10/2016 Guideline for Key Projects of Industrial Upgrading (Made in China 2025) 
in 2016 (关于发布2016年工业转型升级（中国制造2025）重点项目
指南)

MIIT

07/11/2016 Guideline for Intellectual Property Rights in Manufacturing Innovation 
Centres (制造业创新中心知识产权指南)

MIIT

08/12/2016 Smart Manufacturing Development Plan 
(智能制造发展规划（2016-2020年))

MIIT, Ministry of Finance
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